Information Security

No

Category

MS/ISO Code

MS/ISO Title

Preview

IT Security

MS 2539:2014

Information Technology- Security Techniques -
Information Security Management Guidelines for
Industrial Automation and Control System (IACS)

based on MS ISO/IEC 27002

IT Security

MS ISO/IEC 27001:2013

Information Technology- Security Techniques -
Information Security Management Systems -
Requirements (First Revision) (ISO/IEC
27001:2013, IDT)(Published by Standards
Malaysia in 2014)

IT Security

MS ISO/IEC 27006:2007

Information Technology - Security Techniques -
Requirements for Bodies Providing Audit and
Certification of Information Security Management
Systems (ISO/IEC 27006:2007, IDT)

IT Security

MS ISO/IEC 27001:2017
(BM)

Teknologi Maklumat - Teknik Keselamatan -
Sistem Pengurusan Keselamatan Maklumat -
Keperluan (Semakan Pertama) (ISO/IEC
27001:2013, IDT)

IT Security

MS ISO/IEC 27002:2017
(BM)

Teknologi Maklumat - Teknik Keselamatan - Kod
Amalan Untuk Kawalan Keselamatan Maklumat
(Semakan Pertama) (ISO/IEC 27002:2013, IDT)

IT Security

MS ISO/IEC 27003:2014

Information Technology - Security Techniques -
Information Security Management System
Implementation Guidance (ISO/IEC 27003:2010,
IDT)

IT Security

MS ISO/IEC 27004:2014

Information Technology - Security Techniques -
Information Security Management - Measurement
(ISO/IEC 27004:2009, IDT)

IT Security

MS ISO/IEC 27005:2012

Information Technology - Security Techniques -
Information Security Risk Management (ISO/IEC
27005:2011, IDT)




Information Security

No Category MS/ISO Code MS/ISO Title Preview
Information Technology - Security Techniques -
9 IT Security MS IS(1){I2%C1)21 1770- Key Management - Part 1: Framework (FIRST
' REVISION) (ISO/IEC 11770-1:2010, IDT)
Information Technology - Security Techniques -
. . Code Of Practice For Information Security Controls
10 IT Security MS ISO/IEC 27002:2013 (First Revision) (ISO/IEC 27002:2013,
IDT)(Published By Standards Malaysia In 2014)
Information Technology - Security Techniques -
11 IT Security MS IS(1)./I2%C1)227033- Network Security - Part 1: Overview and Concept
' (ISO/IEC 27033-1:2009, IDT)
Software Engineering - Product Quality - Part 1:
12 IT Security MS 1883:PART 1:2005 Quality Model (First Revision) (ISO/IEC 9126-
1:2001, IDT)
Software Engineering - Product Quality - Part 2:
13 IT Security MS 1883:PART 2:2005 |External Metrics (First Revision) (ISO/IEC TR 9126
2:2003, IDT)
Software Engineering - Product Quality - Part 3:
14 IT Security MS 1883:PART 3:2005 |Internal Metrics (First Revision) (ISO/IEC TR 9126-
3:2003, IDT)
Software Engineering - Product Quality - Part 4:
15 IT Security MS 1883:PART 4:2005 | Quality In Use Metrics(First Revision)(ISO/IEC TR
9126-4:2004, IDT)
MS ISO/IEC 15504- Information Technology - Process Assessment -
16 IT Security 1:2005 Part 1: Concepts and Vocabulary (ISO/IEC 15504-
(CONFIRMED:2011) 1:2004, IDT)
Information Technology - Process Assessment -
17 IT Security MS ISC2):/I2%((3)51 5504- Part 2: Performing An Assessment (ISO/IEC

(CONFIRMED:2011)

15504-2:2003 And Technical Corrigendum 1:2004,
IDT)
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No Category MS/ISO Code MS/ISO Title Preview
MS ISO/IEC 15504- Information Technology - Process Assessment -
18 IT Security 3:2005 Part 3: Guidance On Performing An Assessment
(CONFIRMED:2011) (ISO/IEC 15504-3:2004, IDT)
MS ISO/IEC 15504- Informat|on. Teghnology - Process Assessment -
. ) Part 4: Guidance On Use For Process
19 IT Security 4:2005 S o
(CONFIRMED:2011) Improvement And Capability Ditermination
' (ISO/IEC 15504-4:2004, IDT)
Information Technology - Service Management -
20 IT Securit MS ISO/IEC 20000- Part 1: Service Management System
y 1:2017 Requirements (First Revision) (ISO/IEC 20000-
1:2011, IDT)
Information Technology - Service Management -
21 IT Securit MS ISO/IEC 20000- Part 2: Guidance On The Application Of Service
y 2:2017 Management Systems (First Revision) (ISO/IEC
20000-2:2012, IDT)
22 IT Security MS 1903:2006 Next Generation Network (NGN) Realisation
Information security, cybersecurity and privacy ] . i atd e
23 IT Security ISO/IEC 27007:2020 protection — Guidelines for information security httDS.//W\.NW:ISO.OI’QI/ObD/.UI/#ISO.Std.ISO
" iec:27007:ed-3:v1:en
management systems auditing
Information security, cybersecurity and privacy ) : g et
24 IT Security ISO/IEC 27009:2020 protection — Sector-specific application of hitp S'//W\ih;vgjlzs%%gf dt)_g{l:/|1/#€|}sr10.std.|so
ISO/IEC 27001 — Requirements ' ' —
. _ Information technology — Security techniques — | https://www.iso.org/obp/ui/#iso:std:iso-
25 IT Security ISO/IEC 27032:2012 Guidelines for cybersecurity iec:27032:ed-1:v1:en
26 IT Security ISO/IEC 27102:2019 Information security mar_lagement — Guidelines for https://wva:|so.orq./obp/IU|/¢.¢|so:std:|so-
cyber-insurance iec:27102:ed-1:v1:en
07 IT Security ISO/IEC TR 27103:2018 Information technology — Security techniques — | https://www.iso.org/obp/ui/#iso:std:iso-

Cybersecurity and ISO and IEC Standards

iec:tr:27103:ed-1:v1:en
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Category MS/ISO Code MS/ISO Title Preview

Information technology — Security techniques — https://www.iso.org/obp/ui/#iso:std:iso-

IT Security ISO/IEC 27034-5:2017 Appllgatlgn securl’fy— Part 5: Protocols and 2c-27034-5-ed-1-v1-en
application security controls data structure
IT Security ISO/IEC 29100:2011 Information technglogy — Security techniques — https://wva:|so.orq./obp/IU|/¢_¢|so:std:|so-
Privacy framework iec:29100:ed-1:v1:en
Information technology — Security techniques — ] . i abr e
IT Security ISO/IEC 15408-1:2009 Evaluation criteria for IT security — Part 1: hitps://WwWw.iS0.0rg/obp/ui/#is0:std:iso

iec:15408:-1:ed-3:v2:en

Introduction and general model

Software engineering — Software product Quality
Software engineering ISO/IEC 25012:2008 Requirements and Evaluation (SQuaRE) — Data
quality model

https://www.iso.org/obp/ui/#iso:std:iso-
iec:25012:ed-1:v1:en

Systems and software engineering — Systems
Software engineering ISO/IEC 25024:2015 |and software Quality Requirements and Evaluation
(SQuaRE) — Measurement of data quality

https://www.iso.org/obp/ui/#iso:std:iso-
iec:25024:ed-1:v1:en




